
As technology continues to evolve at an 
unprecedented pace many businesses are 
embracing these developments to help 
enhance their operations in order to deliver 
greater efficiency, optimise their assets and 
improve safety and sustainability. However, 
these enhancements are bringing with 
them a raft of security challenges.
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The Challenges New Layers of interconnectivity

Industrial enterprises are investing in technologies that accelerate 
change. This digital age is increasingly connecting systems to 
help enhance agility, resilience and give businesses the space 
to innovate. These digital environments blur the traditional 
boundaries that existed between information and operational 
technologies (IT/OT), and where this separation previously 
prevented cyber threats, these smarter systems are resulting in a 
higher degree of risk but equal opportunity.

Rise of threat actors

Cyber-attacks on critical and industrial infrastructure are on the 
rise, they include foreign states, criminals, “hacktivist” groups 
and terrorists. According to the annual IBM X-Force® Threat 
Intelligence Index*, Operational technology (OT) attacks have 
surged 2,000% year-over-year.

Failure destroys brand reputation

The cyber threat and possible impact it can have on critical 
infrastructure and operations has placed an even greater board 
level focus on OT security. Failure to manage or mitigate such 
threats is well understood to have significant impact on reputation 
as well as shareholder value.
 

Enabling Industry to build and maintain cyber resilience for the 
connected operational enterprise of tomorrow.

Industrial Cyber Security

*https://www.ibm.com/security/digital-assets/xforce-threat-intelligence-index-map/



Disruption to operation

Constrained 
resource

*Source: Bloor Research, Oct 2018 - State of industrial and OT security report 2018

74%
 of businesses don’t have a 
current OT risk assessment

78% 
Of companies don’t have

OT-specific security policies*

81% 
Of businesses don’t have an
OT-specific security incident

response plan*

Increasing pressure

Industrial businesses are being pressured from multiple angles to take advantage of new technologies whilst 
maintaining cyber resilience. For companies managing these OT environments this is resulting in a number of 
concerns and challenges.

Compliance & 
Regulation

Shortage of skills

Managing legacy 
equipment

NIST Cyber Security Framework
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Due to the increasing pressures from 
external and internal threats, organisations 
responsible for critical infrastructure need 
to have a consistent and iterative approach 
to identifying, assessing, and managing 
cybersecurity risk. This approach is 
neccessary regardless of an organisations 
size, threat exposion, or cybersecurity 
sophistication today.”



Our Holistic Approach

We help businesses improve their cyber resilience through 
our industry aligned holistic approach to cyber security.

There is no single product, technology, or methodology 
that can fully secure OT environments. A multi-faceted, 
holistic approach is required to address the varying 
(and increasing number of) threats. Following a security 
framework can help guide organisations into such a 
holistic approach.

Building on decades of experience supporting critical 
infrastructure, our services and solutions are closely 
aligned to the NIST framework, often seen as the 
gold standard for preventive security measures. This 
framework aligns to our recommended approach to 
optimise and maintain security practices in keeping 
businesses safe. However, no matter what regulation, 
compliance or industry standard you adhere to, 
our services can be aligned to in accordance. 
We commonly help businesses align to:

ISO27001
NIS-D
IEC 62443
CAF
OOG86

Our Services

Our comprehensive portfolio adds value to any stage 
of the OT security process - wherever you are in your 
journey - from risk assessments and training, to 
advanced real-time vulnerability management and 
service recovery. 

As threats targeting critical infrastructure increase, choosing the right advisor and 
technology partner to secure your systems has never been more important. Our 
comprehensive portfolio of services & solutions are delivered by OT and industrial 
security experts with a demonstrable track record and over five decades of 
experience in the development and support of Industrial Control Systems (ICS) for 
customers in security-critical sectors.
NIST Cyber Security Framework

Whats more, we can work with you whatever the size or 
scale, delivering standalone consultancy; embedded as 
part of a larger support contract.

End to end solutions 

Our end to end security approach is built on 5 key pillars 
- with each stage ensuring businesses are either able 
to anticipate and prevent security risks, or respond to 
and recover from security events.. Furthermore, this 
aids organisations to express their management of 
cybersecurity risk at a high level and identify clear risk 
management activities.

Our services mapped to NIST Cyber Security Framework (CFS)
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Do you have an Operational Technology (OT) cyber 
strategy, with the right team and clear lines of 
responsibility?

Industrial Automation and Control Systems 
(IACS) operators are under strict requirements 
by regulators to implement health and safety, 
quality controls, environmental protections 
and operate in a secure manner. Capula’s 
cyber security compliance assessment 
services are targeted at organisational level 
management processes to identify the 
applicable requirements (defined for example 
in laws, regulations, contracts, strategies and 
policies) to: 

Our Services

Process based Cyber Security 
Management System 
(CSMS) Compliance 

Performance based CSMS 
Risk Assessments

Capula’s risk assessment services identify and 
analyse where risks might adversely affect 
realisation of the organisation’s objectives, 
and then reports on prioritised, quantifiable, 
risk treatment to bring risks to an acceptable 

Assess the state 
of compliance

Prioritise remediation 
based on the most 
impactful corrective 
actions deemed 
necessary

Assess the risks and potential 
costs of noncompliance
against quantified 
remediation control 
deployment

Working as licensed 
assessors with key 
partners such as APMG 
International and the 
IASME Consortium, 
we deliver quick, 
repeatable security 
audits for business 
critical systems; 
with evidence based 
assessments across a 
broad range of assets; 
and delivering defined 
action plans to enhance 
security defences.



The most successful OT cyber programmes provide 
visibility into the IACS network just as IT networks 
have enjoyed and befitted from for years. This enables 
immediate alerting of suspicious or unauthorised 
activity, indicating an adversary may have compromised 
the network. This reduces the risk of costly security 
related production outages that could disrupt service 
delivery, as well as cause catastrophic safety failures or 
environmental incidents.

As independent specialists, we have developed strong 
working partnerships with the industry’s leading real-
time vulnerability management vendors, enabling us 
to deploy the most sophisticated and proven security 
assessment tools on the market. 

Capula’s security services consulting team work 
with organisations to first build an up-to-date list 
of all plant assets, services, protocols and data 
communication paths as well as network and known 
device vulnerabilities. The objective being to build 
an actionable, prioritised, impact-based to-do list for 
mitigating those vulnerabilities and treating identified 
risks to get to a secure baseline.

Moving forward processes are set up to monitor for 
anomalies such as new devices being plugged into 
the network, unauthorized programming changes 
to Programmable Logic Devices (PLCs), destructive 
malware such as EternalBlue, and cyber reconnaissance 
activities such as network scanning.

The rapid advent, deployment, and maturity of universal 
communication protocols such as the Transmission 
Control Protocol/Internet Protocol (TCP/IP) and 
digitalisation, have allowed existing IT cyber security 
issues to span into control systems, resulting in cross-
sector issues that now affect all IACS environments. 

Firmware, hardware and software patches are important 
to resolve functional issues and security vulnerabilities; 
IACS patches have historically addressed functionality 
and stability issues within the original code rather than 
enhance security.

Our bespoke Secure Platform Management services 

Real-time vulnerability management

Secure Platform Management

Full operating system 
patching and reporting

Anti-Malware Signature 
updates for your chosen vendor

System analysis to confirm 
all systems operational, 
functional and fully patched

Available for fully connected, 
partially connected and 
isolated systems

USB port control and ‘sheep 
dip’ systems that check content 
and only permit clean data

As independent specialists, we have developed 
strong working partnerships with the industry’s 
leading real-time vulnerability management 
vendors, enabling us to deploy the most 
sophisticated and proven security assessment 
tools on the market.
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Do you have a budget set aside for your Operational 
Technology (OT) cyber strategy? And how do you 
measure success?

Environment service, system profiling and scanning 
can provide a quick and comprehensive view of an 
organisation security posture, as well as a clear and 
prioritised plan to remediate vulnerabilities that 
might leave your information systems open to cyber 
attacks. Capula’s periodic scanning includes detecting 
and classifying system weaknesses in networks, 
communications equipment, and computers. In 
addition to identifying security holes, the vulnerability 
scans also predict how effective countermeasures are in 
case of a threat or attack.

A passive approach to scanning is considered to be the 
most prudent in the IACS environment, monitoring 
which operating systems are in use; what is being sent 
to, from and within the system; which services are 
available; and where the system may be vulnerable to 
security threats. The active selective probing approach, 
on the other hand, offers much information about 
system and application vulnerabilities. 

A report is developed and can be analysed and 
interpreted in order to identify opportunities for an 
organisation to improve their security posture.

Information security professionals and process control 
engineers that are responsible for protecting an 
organisation’s most valuable assets need to be able to 
visualise how to protect against a security breach, and 
the impact on confidentiality, integrity and/or availability.  
Architectural patterns defined in four key security 
domains deemed critical in IACS which play a part are; 
access control, log management, network security, and 
remote access. 

IACS systems typically maintained by 3rd party vendors 
are not programmatically patched/upgraded and are 
deployed with default configuration settings. Because 
IACS environments need to be available at all times, it 
becomes extremely difficult to get authorisation from 
the business to take these systems offline for security 
related maintenance. 

Capula’s architecture and design services helps 
organisations to develop and implement a security 
program for the protection of their critical infrastructure 
that follows a defence-in-depth strategy. Defence-in-depth 
defines the implementation of layered security controls to 
defend a system against different types of attacks. The goal 
is to reduce information risk while preserving the availability 
and integrity of IACS environments and, above all, to protect 
human life.

Active/Passive infrastructure 
health check

Secure architecture and design



Modern IACS cyber attacks are often being 
launched by motivated, sophisticated and well-
funded attackers. Their techniques include 
targeted attacks, social engineering, and spear 
phishing — all designed to establish a footing 
within a plant. Defenders need to be monitoring 
both real-time events, correlated with a 
mountain of long-term data, to find anomalous 
patterns of usage and qualify possible security 
and compliance threats. 

Capula’s SIEM security consulting services 
help organisations architect and implement a 
‘singe pane of glass’ administered, centralised 
logging and correlation solution. A best 
practices example is where information is 
gathered by either existing or new SIEM log 
collectors (identified during data gathering) 
which is pushed to an operations network SIEM 
common server where information is viewed 
from SIEM client.

Capula’s security services consultants work to 
architect resilient operating environments where 
control system can be recovered and reconstituted 
to a known secure state. 

Security Incident and Event 
Management (SIEM)

Service recovery

Despite best efforts, it is highly likely that at some 
point in the operation of an IACS there will be a 
loss of a device or server containing critical data. 
Whether this loss is due to accidental or malicious 
forces, it is critical that a comprehensive backup 
and restore policy be in place to recover this data.

This means that all system program parameters 
(either default or configurable) are set to secure 
values, security-patches, configurations, system 
software are reinstalled with secure settings and 
the system is fully tested and functional.
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